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1 Important information 
Issuer 
This whitepaper (Whitepaper) has been prepared and issued by Tide Foundation Ltd (ACN 630 011 371) (Tide Foundation) to provide background information of the 
data encryption and exchange platform to be known as the “Tide Protocol” (Tide Protocol).  

Terms of receipt of this document 
This Whitepaper is supplied personally to the recipient on the conditions set out below. The recipient’s acceptance of these conditions is evidenced by its retention 
of this document. If these conditions are not acceptable, the recipient must return the Whitepaper immediately.  The recipient agrees to promptly dispose of this 
document should the recipient decide not to invest.  

No Australian financial services license 
Tide Foundation is not, and is not required to be, licensed in Australia to provide financial product advice in respect of its securities or any other financial products 
(including Security Tokens). To the extent this document is taken to contain any financial product advice, such advice is general advice only and has been prepared 
without taking into account any recipients’ objectives, financial situation or needs. Before acting on any such advice, recipients should consider whether the advice is 
appropriate for their circumstances and seek legal, taxation and financial advice appropriate to their jurisdiction and circumstances. Where available, recipients 
should obtain a copy of and consider any relevant disclosure document before making any decision to acquire a financial product. 

Disclosure 
This Whitepaper is not a disclosure document, prospectus or product disclosure statement for the purposes of the Corporations Act (nor any similar disclosure 
document under any applicable law). It has not been, and is not required to be, lodged with the Australian Securities and Investments Commission (ASIC). This 
Whitepaper does not contain all the information which would be required in a disclosure document, prospectus or product disclosure statement, or all the information 
that a prospective purchaser may desire or should obtain in order to make an informed investment decision.  

Any information provided in this Whitepaper and in any other document or communication is subject to the constituent documents of Tide Foundation and the Token 
Sale Agreement that must be entered into by purchasers in order to apply for Security Tokens. A copy of the Token Sale Agreement is available to purchasers upon a 
request in connection with an application to purchase Security Tokens. To the extent that there is any inconsistency between this Whitepaper and the Token Sale 
Agreement, the Token Sale Agreement will prevail.  

Confidentiality and distribution of this document 
This Whitepaper and any other information provided in connection with this Whitepaper are confidential to Tide Foundation. It must not be copied, supplied, 
disseminated or disclosed by the recipient to any other person (other than an employee or professional adviser of the recipient who is bound to keep it confidential), 
without Tide Foundation’s prior written consent.  

The distribution of this Whitepaper in jurisdictions outside Australia may be restricted by law. Persons who come into possession of this Whitepaper must seek advice 
on, and comply with, any such restrictions.  

Any person who receives a copy of this Whitepaper in circumstances where receipt of this Whitepaper is unlawful or unauthorized or requires Tide Foundation to take 
any additional steps, including registration, must not accept the copy of the Whitepaper and must immediately return it to Tide Foundation. Any failure to comply with 
restrictions on receipt or distribution of this Whitepaper may constitute a violation of applicable securities law.  

Independent advice required 
In preparing this Whitepaper, Tide Foundation has taken no account of the investment objectives, financial situation and particular needs of any particular person, and 
prospective purchasers must not construe the content of this Whitepaper as tax, legal or financial product advice. Before making any decision, prospective investors 
should: 

- seek and rely on their own professional advice, in particular by obtaining appropriate tax, legal, financial and investment advice in light of their own 
circumstances; and 

- conduct their own independent investigation and analysis regarding any information contained in this Whitepaper.  

Information given in this document or otherwise 
Tide Foundation and its affiliates, related bodies corporate, officers, employees, advisers, agents or associated (Relevant Persons) do not exclude any condition, 
warranty or right, the exclusion of which would contravene the Australian Competition and Consumer Act 2010 (Cth) or any other applicable law.  

Subject to the foregoing, the Relevant Persons: 
- do not warrant or represent the origin, validity, accuracy, completeness or reliability of the information contained in this Whitepaper (or any accompanying 

or subsequent information), and do not accept any responsibility for errors or omissions in this Whitepaper (or any accompanying or subsequent 
information);  

- disclaim and exclude all liability for all losses, claims, damages, costs and expenses of any nature arising out of or in connection with this Whitepaper (or 
any accompanying or subsequent information);  

- do not have an obligation to advise any person if any of them becomes aware of any inaccuracy in, or omission from, this Whitepaper (or any 
accompanying or subsequent information).  

Past performance of the Relevant Persons is not necessarily indicative of future results. In addition, certain information in this Whitepaper may constitute forward-
looking statements. All statements of opinion or belief, all views expressed and all projections, forecasts or statements relating to expectations regarding future 
events or the possible future performance of the Tide Protocol, represent Tide Foundation’s assessment and interpretation of information available as at the date of 
this Whitepaper.  No representation is made or assurance given that such statements, views, projections or forecasts are reasonable or correct or that the objectives 
or prospective returns will be achieved.  

This document contains forward-looking statements.  Recipients should not place undue reliance on forward-looking statements.  Actual results could differ 
materially from those referred to in forward-looking statements for many reasons.  Forward-looking statements are necessarily speculative in nature, and it can be 
expected that some or all of the assumptions underlying any forward-looking statements will not materialize or will vary significantly from actual results.  Variations of 
assumptions and results may be material.  Without limiting the generality of this paragraph, the inclusion of forward-looking statements herein should not be regarded 
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as a representation by any of the Relevant Persons or any other person of the results that will actually be achieved by the Tide Foundation or the Security Tokens.  
None of the Relevant Persons have any obligation to update or otherwise revise any forward-looking statements, including any revision to reflect changes in any 
circumstances arising after the date hereof relating to any assumptions or otherwise. 

Certain of the information contained in this Whitepaper has been obtained from published sources prepared by other parties and no responsibility is assumed for the 
accuracy or completeness of such information. In addition, all industry and market data has been sourced from research of Tide Foundation, unless otherwise 
indicated. 

Risk 
A purchase of Cryptographic Tokens should be regarded as speculative and will involve significant risks, due to the nature of the industry within which Tide 
Foundation is operating and the indeterminable adoption, and therefore success, of the Tide Protocol. 

Cryptographic Tokens are not a suitable investment for persons unable to sustain a loss of all or part of the sum invested or who require certain or predictable income 
flows. Purchasers should have the financial ability and willingness to accept the risks that are described in this Whitepaper and any accompanying document, 
including the Offer Disclosure Document and the Sale Agreement. In particular, the attention of prospective investors is drawn to the risk factors set out in section 4 of 
the Token Offer Disclosure Document and Attachment A of the Sale Agreement.  

Date of this Whitepaper 
This Whitepaper has been prepared based upon the information known to Tide Foundation at that time. The delivery of this Whitepaper at any time after the 
Preparation Date does not imply, nor should it be relied upon as a representation or warranty, that: 

- there is no change since the Preparation Date in the information contained or not contained in this Whitepaper and relating to a purchase of Tokens; or 
- the information contained in this Whitepaper is correct at such later time.  

The Relevant Persons undertake no obligation to provide any additional information, update any information or correct any inaccuracies that become apparent in this 
Whitepaper after the Preparation Date.  

Currency 
All dollar amounts in this Whitepaper are in United States American dollars, unless otherwise stated.  

Third party information 
Certain information contained in this Whitepaper has been obtained from third-party sources and has not been independently verified by Tide Foundation. The third-
party sources whose statements and findings are contained in this Whitepaper are not responsible for this Whitepaper or for any statements and findings attributed 
to them in this Whitepaper. No responsibility is assumed for the accuracy or completeness of such information. In addition, all industry and market data has been 
sourced from research of Tide Foundation, unless otherwise indicated.  

Authorized material 
Without limiting any other disclaimers concerning this Whitepaper, no person is authorized to give any information or make any representation that is not contained in 
this Whitepaper and any information or representation not contained in this Whitepaper (or accompanying documents) must not be relied upon as having been 
authorized by Tide Foundation or anyone else associated with Tide Foundation.  

Supplementary information 
Tide Foundation may in its absolute discretion update or supplement this Whitepaper at any time. Such further information is provided under the same terms and 
conditions as this Whitepaper. 
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Abstract 
 
The Tide Protocol provides infrastructure for an open source personal 
data economy. By adopting the Tide Protocol, organizations managing 
consumer data (“Vendors”) encrypt personally sensitive consumer 
information that they hold, and hand those consumers the only key to 
their own information.  This renders that information inaccessible 
without consumer consent. Marketers (“Seekers”) looking to engage 
with specific consumers, can filter and reach out to selected consumers 
with an offer to access their data. Compensation for this permission is 
made in Tide cryptocurrency and shared across all involved parties in 
the value exchange, which, along with a rating mechanism, allows for an 
evolving smart economy to self-sustain and grow. 
 
 

Benefits 
 

 
 

 
 

 
 

Vendors Consumers Seekers 

Manage compliance 
risks. Become 

trustworthy. 
Realize the value of 

their data inventory. 

Seize control of their 
personal data and share 

the benefits of its 
monetization. 

Gain permissioned 
access to highly 

targeted, consensual 
audiences. 
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2 Introduction 

2.1 Terminology 
Below are a few concepts that are important to understand within the context of the Tide Protocol and ecosystem. 

Vendor 
Any consumer-facing organization or business that collects, manages and stores consumer data. 

Seeker 
Any organization or business seeking to engage with or collect consumer data. 

Consumer 
Any individual natural person that has a uniquely identified representation or data footprint (usually in the form of a user account 
or identity) in a Vendor’s database. 

2.2 An asset becomes a liability 
2.2.1 Data as an asset 
Research has revealed that 73% of consumer-facing businesses collect personal and behavioral data during their day to day 
interactions [1]. This Consumer data can be used to conduct general business processes, from sending communications and 
delivering parcels, through to maintaining transaction records. 

Consumer data can be used to generate insights and better understand audiences, which can be applied to market products 
and services more effectively through personalization. Research in the United States (US) as far back as 2013 has recorded 86% 
of Consumers claim that personalization has an impact on their purchase choices [2]. Each business can possess an entirely 
unique view of a Consumer as a result of their distinctive interactions.  

These insights are not just valuable to the business themselves, but also to third parties looking to discover or better understand 
Consumer audiences of their own. The value of these personal insights, and the appetite to obtain them has spawned global 
marketplaces and made those companies in the business of trading personal data some of the most valuable in the world [3]. 

2.2.2 Data as a liability 
Conversely, the complexity associated with protecting personal data has often resulted in poor and opaque practices in the way 
it is collected, stored and utilized. Because of the high yield and volume of this industry, bad actors have emerged, with an 
incentive to exploit vulnerabilities to obtain and subversively monetize personal data [4]. 

This wholesale profiteering of personal data has come to the attention of Consumers, particularly in light of recent high-profile 
scandals, such as the compromise of Yahoo’s 3 billion accounts [5], Equifax’s 143 million user data records [6], Ashley Madison’s 
32 million accounts [7] and Facebook’s public exposure of 87 million user records via Cambridge Analytica [8]. 

These events have served to demonstrate that to date, no matter how sensitive the data, or how well-resourced an organization, 
the personal data that they collect is susceptible to breach. 

2.2.3 The problem 
The risk of abuse, the decline in Consumer trust, the severity of data breaches and the elevation of privacy to a basic human right 
in the collective consciousness, has prompted governments and regulators to intervene [9]. The most notable intervention to 
date has been the introduction of the European Union’s (EU) General Data Protection Regulation (GDPR), which has sent 
shockwaves across numerous sectors [10]. The crackdown on how personal data is collected, stored, used and distributed 
varies in each jurisdiction. But the trend to create and enforce privacy and data protection legislation is continuing, led by 
democracies globally [11]. 
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Compliance with privacy and data protection legislation can be expensive. Not just because of the scope and multiple areas of 
the business affected, but also because many legacy technologies are unsuited to accommodate the regulatory framework. The 
estimated compliance costs to businesses in relation to the GDPR is USD$9 Billion [12]. However, while compliance may be 
expensive and onerous, it pales in comparison to the cost of noncompliance, with penalties up to 4% of an infringing business’ 
turnover or €20 million (whichever is higher) [13]. 

To add to the woes of businesses already burdened with the costs of compliantly collecting, storing and protecting personal 
data and the ever-present risk of a breach, the current environment of distrust has made Consumers reluctant to share accurate 
personal data. This can significantly impact the quality and reliability of the data that is collected. Research conducted in the US 
and the United Kingdom (UK) revealed that 68% of Consumers don’t trust businesses to handle their personal information 
appropriately [14]. This limits the ability of businesses to effectively personalize the delivery of a product or service to their 
Consumers. 75% of Vendors indicated that they believe their Consumer data is incorrect, yet 55% of all companies confirmed 
that they use it to make decisions [15]. This results in over 56% of UK and US executives attributing bad data to lost sales 
opportunities [16]. However, paradoxically, Consumers have come to expect greater convenience and tailoring from their 
interactions with businesses that requires rich, accurate data sets [17]. 

These compounding effects threaten to turn data sets  
from an asset into a liability 

2.2.4 Flow on effects 
The challenge of protecting Consumer data, as well as the current state of existing data marketplaces also impacts Seekers 
purchasing or handling personal data. 

Personal data has become akin to a primary resource, which fuels the targeting and delivery mechanisms of the advertising 
sector - currently estimated at a value of USD$550 billion annually [18]. However, the digital media supply chain is notoriously non-
transparent, complex and difficult to navigate [19]. The origin and integrity of data sources is typically obfuscated from advertisers 
and even the advertising platforms themselves, putting them at greater risk of regulatory breaches. 

The data obscurity has also led to inefficiencies and fraud. On average, only 25% of every advertising dollar results in a brand 
reaching their intended audience; representing wastage of over USD$20 billion annually in the US alone [20]. 

Seekers may also become unwittingly complicit through the use of Consumer data that has been procured in an underhanded or 
exploitative manner, threatening to undermine the relationship in which they are investing [21]. 

2.2.5 An opportunity 
Yet demand for Consumer personal data remains high and is only expected to increase [22]. The introduction of new data 
sources, including via the Internet of Things (IoT) provides a growing pool of valuable insights. Advancements in tools such as 
artificial intelligence can help make sense of, and apply, data insights. Consequently, the personal data market is estimated to 
grow to €330 billion by 2020 [23]. 

This reality introduces an urgent need for a new framework that allows those who embrace it to capitalize on a tremendous 
opportunity; a tool to facilitate regulatory compliance, with visibility, accountability and control mechanisms for data owners, with 
fair remuneration to the key stakeholders in the data value chain. 
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2.3 Problems facing agents of the personal data economy 
The impetus for establishing the Tide Protocol, an open source, global standard for the handling of sensitive consumer data, can 
be understood through the classification of its three primary agents and their challenges. Below is a summary of some of the 
problems that they face in the existing data handling environment. 

2.3.1 Vendors 
Organizations that hold Consumer data currently face the following. 

- Cyber-security costs High cost of protecting the personal data they collect from unauthorized access. 

- Compliance costs High cost and increased complexity of maintaining compliance with both current 
and impending regulation. 

- Breach risks Ever-present risk of a data security breach and the potentially debilitating punitive 
measures, legal action, public relations issues, loss of brand value and IT security 
audits. 

- Eroding accuracy Reduced trust of Consumers who may provide fictitious or incomplete personal 
data, resulting in unreliable insights for personalization, decision-making or on-sale 
to third parties. 

- Limited personalization Negative competitive impact due to Consumer expectation for hyper-personalized, 
relevant and convenient offerings, which rely on accurate personal data. 

- Restricted market Complexity in monetizing data due to restrictive privacy regulation that can often 
inhibit its salability. 

2.3.2 Consumers 
Individuals that interact with Vendors experience the following. 

- Loss of ownership Lack sovereignty and control over their personal data once the data is provided to 
Vendors. 

- Excluded and vulnerable Lack transparency on the collection, utilization and further distribution of their 
personal data. Lack of control or accountability if it’s mishandled or stolen. 

- Being exploited Lack of sharing in the monetization of their personal data, and not experiencing any 
utility back for their data. 

2.3.3 Seekers 
Organizations that seeks to engage with Consumers experience the following. 

- Diminishing returns Poor return on investment on digital marketing expenditure. 

- Eroding trust Lack transparency around targeting and audience composition. 

- Coercion  Forced complicity in exploitative digital marketing practices due to various 
monopolies that undermine their ability to develop a trusting relationship with 
audiences. 

2.4 The opportune convergence 
Heightened awareness of the challenges relating to personal data sovereignty, global legislative changes and the hyper-growth 
of personal data markets have now all converged. Recent advancements in multiple technology areas allow for new ways of 
approaching each set of challenges. 
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The proliferation of Distributed Ledger Technologies (DLT), such as blockchain, and Bitcoin has created a ripe environment for 
the creation of “trustless” economies, where the need for trusted intermediaries to facilitate transactions is removed or 
minimized. 

The shift of perceiving personal data as an asset to a liability has prompted new incentivization for behavioral change.  

The explosion of the personal IoT market and the global adoption of 5th generation mobile technology, with its support for 
continuous data-transmitting IoT devices, is expected to result in an increase from today’s 16 Zettabytes of data being generated 
per annum to over 160 Zettabytes in 2025 [24]. 

 

 

 

2.5 The birth of a relationship economy 
While the current environment poses challenges, it also represents a unique opportunity for a new and mutually beneficial 
personal data economy. An economy where Vendors participate alongside Consumers, trading data in return for mutual 
compensation. 

Tide is creating a technological infrastructure that is designed to drive the new personal data economy by simultaneously 
addressing the data sovereignty needs of Consumers, the revenue-generating and cost minimization needs of Vendors, and the 
data reliability needs of Seekers. Utilizing novel blockchain and encryption technology provides Vendors with the ability to lock 
the Consumer data they hold in a vault, and give Consumers the only key to access it. This will enable Vendors to securely trade 
that data with Seekers (and others), whilst also rewarding the Consumers for granting permission to access it. 

Tide is creating this global personal data economy by releasing its technology (Tide Protocol) as an open-source framework that 
operates on a decentralized blockchain-based architecture. The Tide cryptocurrency (Tide Settlement Tokens or Ŧ’s) will 
power the economy, managing both access permissions and remuneration across the ecosystem. 

 

In essence, Tide empowers a new trustless relationship economy where: 

- Consumers seize control of their personal data and its monetization, while fostering new levels of trust with Vendors; 
- Vendors improve retention and acquisition, while simultaneously realizing more value from their data inventory with 

richer insights and new revenue opportunities; and 
- Seekers that are looking to engage with Consumers through this ecosystem overcome the current flaws in the digital-

media supply chain and gain access to more granular insights on incentivized audiences, leading to improved 
conversion rates. 

  

The convergence of these trends introduces an opportunity driven by an impending 

commercial necessity to redesign the existing paradigms of consumer data 

ownership, control, monetization and value extraction, together with the need to re-

examine and restructure the outdated business-to-consumer marketing model. 
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“The natural phenomena of tides 
impact the lives and behaviour of 
every organism on the planet. Its 
relative predictability has 
resulted in numerous symbiotic 
relationships between organisms 
of all shapes and sizes, despite 
their competing goals. Just so, a 
sustainable data economy can 
flourish, when the interests of all 
its stakeholders from large 
organizations down to individual 
consumers are designed into a 
reliable framework.” 
- Michael Loewy, Co-Founder 
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3 Technology 

3.1 Technology overview 
The idea driving the creation of the Tide Protocol is to unlock more value from Vendor databases. Tide aims to achieve this by 
reducing the burden of compliance challenges currently faced by Vendors, whilst providing Consumers with greater control over 
their data through a compliant and fair exchange of data on a global open marketplace. This idea is guided by asserting that 
Consumers are the rightful primary custodians over their digital footprint, and should have the final say on its use.  

Tide aims to achieve the realization of this personal data economy by facilitating frictionless adoption by all agents involved and 
providing enhanced transparency across the entire data-exchange ecosystem. More importantly, Tide aims to provide 
Consumers with a level of control that grants, limits or revokes Vendor or Seeker access to their data. 

During the normal course of business with Consumers, Vendors accumulate knowledge that is potentially valuable to Seekers 
(which could be other Vendors, as well) for use in a host of marketing efforts including market research and generation of new 
leads. In this ecosystem, there are numerous other potential agents that, for the purpose of this paper, will be generalized and 
referred to as Service Providers (e.g. companies managing a specific Consumer engagement channel (e.g. email distributions)). 
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Figure 1: The Tide Protocol 
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3.2 User experience overview 
The following example illustrates a fictional user experience overview in relation to Consumer, Vendor and Seeker interaction 
through the Tide Protocol. It outlines an end-to-end snapshot of the process flow relating to a data transaction.  

- Domino Education is a global leader in online educational courses. Their services have been used by over 100 million 
students and 3 million educators in over 70 countries. 
 

- Over the years, through their daily interactions with students, they have accumulated a database with records 
containing personal details, course selection details and results data. 
 

- Through their own internal analysis of this data, they have also formed valuable insights on each student that helps them: 
o provide timely communications relating to the administration of their courses; 
o create opportunities to promote personalized add-on courses tailored for relevance to each student; and 
o adjust pricing for different students in order to maximize returns.  

 
- While Domino Education’s core business is the provision of online education courses, they are forced to deal with an 

increasing frequency of malicious cyber-attacks on their large database. This costs them greatly in the form of IT 
security and ongoing compliance, as evolving regulation cracks down on the handling of personal data. 
 

- Domino Education adopts the Tide Protocol as a Vendor, which allows them to encrypt and lock the sensitive data within 
their database, and hand a single, unique access key for those records to the associated students, the Consumers. This 
minimizes the risk of a widespread external or internal hack. 
 

- Domino Education’s Tide-encrypted dataset is seamlessly linked to a global marketplace, introducing them to the 
opportunity to offer their unique student insights to those seeking such engagement. This has the potential to provide 
Domino Education with a significant passive revenue stream. 
 

- Young & Oldman, an accounting and advisory firm, is looking to recruit new talent for their Chicago graduate program. 
As a Seeker through the Tide Protocol ecosystem, they identify that Domino Education could facilitate introductions to 
high achievers in the final year of accounting studies at an agreeable cost per student in that category. 
 

- Young & Oldman submit a request through the Tide Protocol to Domino Education in the form of a smart contract 
invitation, including: 

o details of the Young & Oldman organization and their industry; 
o details of the audience they seek, including the number of students and intended purpose of the engagement 

with those students; 
 i.e. in this case, they wish to invite the top 1,000 high achieving accounting students in the Chicago 

area to their graduate program open day. 
o details of the data record delivery format / location. In this case, to an email Service Provider that has adopted 

the Tide Protocol; and 
o the associated funds in the form of Ŧ tokens, which are held in escrow by the smart contract. 

 
- Domino Education accepts the offer and the Tide Protocol issues individual consent requests to each student in the 

target audience. 
 

- Domino Education sends Young & Oldman the encrypted bundle of the associated data records, and through the Tide 
Protocol, Young & Oldman receives immediate confirmation in the form of a single-use Seeker key for each record from 
consenting students (either automatically or manually, depending on the student’s preferences). 
 

- The Ŧ amount is released by the smart contract to Domino Education and every consenting student. The data is 
unlocked and the open day invitations are sent via the Service Provider. 
 

- Young & Oldman and the consenting students have the opportunity to rate the quality of the interaction. 
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3.3 Technology architecture 
Aiming to abide by the guiding principles of decentralized governance, each layer of the Tide Protocol’s architecture is designed 
as an independent, detachable module that can separately evolve or be replaced. This is to ensure that the continuous 
technological progression towards the goal of absolute trustlessness within the ecosystem is maintained. 

Below is a representation of the Tide Protocol architecture. Each of the concepts are further explained in the chapters to follow.  

 

Clients

Automated Trustee

Smart-contract

DLT

Marketplace

 

Figure 2: High level architecture 

 

3.3.1 Indexed Distributed Ledger 
The underlying data repository at the heart of the Tide Protocol runs on an EOS-based DLT; a decentralized, consensus-based 
blockchain operating system that provides a database, account permissions, scheduling, authentication, and internet-
application communication [25]. In order to reach the global scale and performance required to establish the personal data 
economy, the Tide Protocol utilizes EOS’ parallel processing capability and its highly efficient smart contracts that drive its wide 
range of business-logic processes. The Tide Protocol utilizes EOS’ asynchronous Byzantine Fault Tolerance Delegated Proof-of-
Stake (aBFT-DPoS) consensus protocol, which is advantageous for the Tide Protocol purposes over the legacy Proof-of-Work 
(PoW). PoW is prevalent in today’s most recognized blockchain technologies, such as Bitcoin and Ethereum. EOS has recently 
exceeded the 4,000 transactions per second (TPS) mark on their MainNet production network, with an estimated projection of 
up to 100,000 TPS [26]. As a reference, the Bitcoin network handles 7 TPS on average where the Ethereum handles 15 TPS. 

In addition to its performance, the Tide Protocol will utilize the following EOS platform features: 
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- Multi-index: the ability to store data in memory and retrieve it easily using primary and secondary indexes.  
- Scoping: table scoping gives an additional level of index as well as parallel read/write. Scoping is ideal for decentralized 

applications which rely on fragmenting data across many nodes, as each node can contact their own version of 
compartmented data for any specific user in parallel and quickly return the result. 

- Multi-action transactions: a solution to handle multiple actions in a single transaction, where each action relies on the 
previous action to complete successfully, otherwise a rollback occurs. 

- Inline actions: the ability to call a separate smart contract and wait for the callback confirmation. 

While EOS was selected due to its superior performance, cost and flexibility, other alternatives are continuously under review. 
This data layer will predominantly be used as the repository and ledger of data-access-permissions transactions across the 
ecosystem in the form of cryptographic keys. 

3.3.2 Smart Contracts 
Acting both as the Tide Protocol’s data-access and business-logic layers, a range of decentralized smart-contracts are 
implemented to allow for the realization of end-to-end functionalities in a trustless fashion with a deterministic result consensus 
guarantee. The Tide Protocol utilizes smart contracts as its business logic processes to cover everything from the facilitation of 
the data acquisition, managing identities and accounts, coins management, system status to system-wide governance. 

3.3.3 Delegated Automated Trustee layer 
To realize some typically centralized capabilities that are mandatory for mainstream adoption, the Tide Protocol employs a novel 
delegated authorization layer that extends beyond smart contract abilities, to allow for non-deterministic, secret, authoritative 
operations while maintaining fully public key infrastructure-secured decentralization via Secure Multi-Party Computation 
(Delegated Automated Trustee).  

The entire layer acts as an authority for purposes of identity management (single/multi factor authentication, account 
reconstruction, credentials reset), automation (delegation of crypto-wallet functions), secure cryptography (server-side 
encryption, decryption, signature, verification, key generation) and random number generation. While acting as a trusted 
centralized authority as a swarm, the layer’s individual nodes, the Orchestrated Recluder of Keys (ORKs), are oblivious to any 
specific secret and lack any authority on their own. Therefore, ORKs can be deployed and operated in the same manner as any 
DLT node, by any untrusted operator. Unlike most DLT consensus protocols requiring collusion of over 51% of the network to 
breach its integrity, the Tide Protocol’s Delegated Automated Trustee layer requires over 70% of the ORK swarm to maliciously 
collude in order to be susceptible to a majority attack vector. 

3.3.4 Remote Clients 
The adoption of the Tide Protocol and access to the Tide ecosystem is facilitated by all the involved agents through the use of 
client technologies. Tide Protocol's implementation of a client technology is offered as a best-practice example with the 
intention to have it tailored to the specific agent’s needs. An analogy of the Tide Protocol’s client in contemporary cryptocurrency 
terminology, is a user’s wallet. The client baseline functionalities include account creation, authentication, reconstruction, 
reputation management and the different engagements with the Ŧ tokens, such as balance check, transference, deposits, 
withdraws and audits. As previously discussed, there are three distinct main agents engaged in the Tide Protocol: Consumers, 
Vendors and Seekers. Each agent has different purposes, requirements and operating conditions.  In order to meet the needs of 
each separate agent, there are three variants of a common client that can be utilized through the Tide Protocol.  

Vendor client 
Adoption of the Tide Protocol starts at the core of the Vendor IT system, from its Consumer database, through its business logic 
to its external Consumer interfaces (whether those be web-based, mobile apps, voice-activated or completely analogue). For 
that reason, the Vendor client technology is a portable Software-Development-Kit (SDK) that facilitates all of the Tide Protocol’s 
capabilities programmatically; for the sole purpose of the Vendor (either itself or using a third-party system integrator) to 
implement the many parts of the SDK across its IT infrastructure.  
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The Vendor SDK includes, among other things, the following capabilities:  

- Tidification of existing datasets (migrating the database to the Tide Protocol’s encrypted structure); 
- Consumer on-boarding; 
- Vendor-Tide Single-Sign-On (SSO) authentication; 
- Consumer communications; 
- Automation set up; 
- Data Productization; and 
- Ecosystem storefront set up. 

Consumer client 
The Consumer client facilitates the user experience between the Consumer and the Tide Protocol through their Vendor 
relationship. Unlike other cryptocurrency projects, Consumer end-users have very little direct interaction with the Tide Protocol 
that is not facilitated through a Vendor. Therefore, it is up to the Vendor to align the Consumer experience expectations with the 
Tide Protocol environment (tools to achieve this are provided in the Vendor SDK). The client interface powers all the Tide 
Protocol capabilities for the Consumers, including authentication (SSO, xFA, private key), data decryption, data input 
(+verification, depending on “flavor”), data generalization / classification, encryption, automation preference setting, data 
transaction confirmation, account backup setting. 

The Consumer client can be offered in four different structures (each, a different “flavor”). Each flavor is a different variant of the 
client software, with varying packaging, user experience and preferences: 

Flavor Description 

Fortified 
The most secure and verifiable client codebase, typically delivered as a stand-alone native OS 
executable software. However, the following features will be limited: no SSO, only 1FA, non-integrated 
data input (external and detached from the Vendor UX), no data verification, manual classification. 

Integrated 
A secure and semi-integrated client, packaged as a browser extension plug-in. However, the 
following features will be limited: only 1FA, limited integration of data inputs, no data verification, 
manual classification. 

Seamless 

Verifiable security (requires some technical skills to verify security) but offers a completely Web-UI 
integrated experience. The Seamless flavor has no feature limitation. User experience is completely 
integrated in the Vendor UX. Verification of source code achieved via Subresource Integrity check 
[27]. 

Custom 
Security guarantee is up to the Vendor to provide (i.e. release source code for public inspection, etc.) 
For example, a mobile application SDK. This flavor integrates fully in the Vendor application and 
allows for a seamless experience. 

 

In order to accommodate the different trust levels and technology competencies of Consumers, the Tide Protocol also offers 
varied security preferences that range from no automation to full automation of data transaction processes. 

Seeker client  
A Seeker is any entity that is looking to acquire Consumer data from one or more Vendors, and may be an external business, an 
existing Vendor or an individual. The Consumer data that is sought may be partial (eg, only a contact detail) or the complete 
Consumer record. For the purpose of the data acquisition process, the client needs to allow for either a simple acquisition of pre-
prepared tabular data records or full integration into the Seeker’s customer relationship management (CRM) infrastructure on an 
on-going basis. Therefore, the Seeker SDK is a package including a documented, portable example implementation of a software 
that can perform Vendor meta-query, staked query (stipulating query’s criteria, purpose, fields, price), data pre-verification, key-
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retrieval and batch decryption processing. Unlike the Vendor SDK (which is tailored to a dummy dataset and mandates 
integration), the Seeker SDK operates as an out-of-the-box fully functional client that doesn’t require integration. 

 

3.3.5 Services 
Tide Services are not system modules or components. They are vertical, cross-layer system capabilities offered to different Tide 
Protocol stakeholders (agents, investors, developers, auditors, etc.). Each Service includes a set of capabilities under a grouped 
area of responsibility, enabling stakeholders to examine, develop and maintain each area as a separate unit. The areas of 
responsibilities and capabilities are: 

- Marketplace: manages all use-cases related to the exchange of data between Seekers, Vendors and Consumers. 
Capabilities included in this area are data acquisition transaction management, data asset listing (virtual store set up), 
bidding processes and data querying. 

- Tidification: responsible for the facilitation of on-boarding Vendors into the Tide ecosystem and safely assimilating 
their entire Consumer database. This includes the SDK, interim key generation mechanism, data encryption lockdown, 
accounts claim processes, classification dictionary and UX mergers. 

- Identity: covers everything under the identity management (both native-crypto and simplified-web ones), 
authentication and recovery. This area simplifies private-key identification process prevalent in cryptocurrency projects 
to any contemporary web authentication experience, from the enrolment and onboarding of a new account, through the 
entire identity lifecycle (multi-factor authentication or else, single-sign-on integration, update details) to password 
recovery (without compromising security). 

- Economics: managing the lifecycle of all Ŧ tokens in the ecosystem, from minting to burning of Ŧ tokens, stabilization via 
third parties, distribution of contract payments and dividends to integrating with third party networks and exchanges. 

- Voting: managing the democratization of the Tide Protocol ecosystem as a decentralized foundation, from asset 
distribution, priority settings, future roadmap, commission structure, contracts forking to future token generation events 
and organizational restructures.  

- Reputation / Performance: covers the collection, monitoring and alerting of measurements regarding data quality, 
business conduct, bot alert and performance metrics of the different elements of the network. 

- dApps: all aspects of third-party applications running on top of the Tide ecosystem are handled under this area.  
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3.4 Tidification 
3.4.1 Overview 
The process of having a Vendor fully adopt the Tide Protocol (at any adoption tier level – see section 3.6 below) is referred to as 
“Tidification”.  Tidification involves the onboarding process of Vendors into the Tide ecosystem, including their Consumer 
databases. The process covers the technical implementation that is required to adapt the Vendor’s Consumer databases 
(including its correlated IT systems, business systems, externally-facing Consumer interfaces (such as web sites, mobile apps, 
desktop software, etc.)) and business processes to operate within the Tide Protocol ecosystem. This is facilitated through the 
Vendor SDK. It is not the intent of this document, or anyone in Tide Foundation to diminish the implied magnitude or complexity of 
that challenge. Complying with any industry standard, such as ISO, PCI-DSS or ETSI, with the aim of enjoying the associated 
benefits, entails a comprehensive effort requiring specialized treatment to each business –similarly so is the Tidification process 
(albeit, on a smaller scale), which may well fuel an entire sub-industry of system integration and compliance services in the near 
future. For an existing operating Vendor, the Tidification process brings the business to a point where all personal data records 
have been cryptographically locked, with keys being handed to either the respective Consumers or held in escrow. Additionally, 
this requires Consumer interfaces being integrated to allow for only client-side encryption/decryption, and a Vendor “data 
storefront” set up and interconnected to the Tide Protocol ecosystem. 

 

 

3.4.2 Vendor account creation 
Before performing any change in the Vendor’s technology infrastructure, a Vendor representative (IT admin, CIO, etc.) creates a 
Tide Protocol account, generating its unique master key-pair, authentication details and account global preferences. The Vendor 

can also mandate a set of v predefined ORKs for its Consumers to use for their Delegated Automated Trustee in accordance 
with the following: 

v = (n-t) + 1 

where n is the total of number of ORKs required in a swarm, and t is the threshold of minimal ORKs required to share locked data. 
This mandate allows Vendors to protect against collusion between potentially malicious ORKs. In many cases, the Vendor will 

operate the group of v ORKs for its Consumers. 

As a part of the Vendor’s account creation, all aspects of a Tide Protocol storefront are established, including meta-data 
classifications, price-card settings, industry settings and trade preferences. Meta-data classification is performed according to a 
growing set of Tide universal classification lists, with the ability for the Vendor to set custom classifications to allow for specific 
data search criteria throughout its datasets. The process of setting custom classification during Tidification is triggered when 
none of the existing classifications represent the Vendor’s data.  The Vendor defines the rule-set qualifying the data field to 
match to the required classification and runs it through its dataset to confirm correct classification. If all is working accurately, the 
custom classification is added.   

  

From a Tide philosophical perspective, it is critical to understand that the Tidification 

process starts with setting up the Vendor as an ecosystem member, continuing with 

securing all Consumers’ private data throughout the Vendor’s systems. This process 

is only complete upon the successful consensual handover of the privacy control (in 

the form of the actual key used to lock their data) to all Consumers in the database. 
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The below diagram outlines the process flow involved in creating custom classifications. 
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Figure 3: Custom classification workflow 

Additionally, through SDK integration, the Vendor creates an interim Tide Consumer-Vendor-Account (CVA) for each Consumer 
in its database, where a dedicated Consumer-Vendor-Key (CVK) pair is generated and account preferences are set per the 
Vendor recommended defaults. Until the Consumer has claimed its account and a handover is complete, the Vendor remains as 
the custodian of the account, and therefore keeps a secure record of the CVK. 

3.4.3 Consumer data lockdown 
The main challenge that the Tidification process aims to address is securing the Consumer sensitive data within the Vendor’s IT 
systems. While the exact steps to this process will differ between different Vendors (due to databases and infrastructure 
variations), this process generally follows the same guidelines as described in the below diagram. A successful Tidification is 
achieved by encrypting and sensitive Consumer data to the satisfaction of the vendor in accordance with their type of business, 
customer base, jurisdiction and other vendor specific factors. Using the Vendor SDK, the Vendor is able to designate the data 
fields that require protection, the different Consumer data classifications (from the predefined list or custom ones) and generate 
the record keys required to identify and secure each Consumer data record. Such change in a database system will most likely 
require business logic changes and accommodation to an environment where the Vendor no longer has access to Consumer 
data.  
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The below diagram outlines the process flow involved in Tidification. 
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Figure 4: Tidification workflow 

3.4.4 Interim trading 
Once the first stage of Tidification is complete, the Vendor can elect to commence data trading through the Tide Protocol 
ecosystem (see  
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Data procurement below). The decision to commence data trading on interim accounts is entirely at the Vendor’s discretion; this 
decision may be based on the de-facto relationship with its pre-existing Consumers (as dictated by previously agreed 
contractual arrangements). Vendors are required to seek their own legal advice on the tradability status of interim accounts. As 
Consumers manually claim their interim accounts through day-to-day Vendor operations, the responsibility to accept or reject a 
trade of Consumer data will be transferred from the custodian Vendor to the Consumer. While the Vendor is still the custodian of 
the interim account, any Consumer proceeds trades are accumulated in its interim account under escrow.  

3.4.5 Handover notification 
It is up to the Vendor’s responsibility to manage the relationship with the Consumer as to notifying it about the changes, 
educating on its benefits and use, and complete the handover. The Vendor is required to communicate and encourage its 
Consumers to come and claim their interim accounts and take ownership over their data. Until that point, the Vendor maintains 
complete access to the Consumer’s encrypted data as it holds the CVK in custody until the handover is complete, which gives it 
full access to the Consumer contact details. 

 

  



 

 

21 THE PERSONAL DATA ECONOMY 
TIDE.ORG     Commercial-in-confidence 

 

3.5 Use cases 
There are a few primary use cases that explain the interactions between Consumers, Vendors and Seekers through the Tide 
Protocol ecosystem. Although there may be some processes preceding it, the first primary use case begins with the Vendor 
onboarding a new Consumer. Once onboarded, the Consumer can (at any time) return to the Vendor to authenticate, check their 
account details and profile in a fully secure manner, and perform changes as required. Secondly, the Vendor can make use of the 
Consumer’s details for its business-as-usual needs, as dictated by the usual privacy limits derived from previously agreed 
contractual agreements between a Vendor and Consumer. Lastly, the principle use case occurs once a Seeker requests the 
specific details of a Consumer audience from a Vendor dataset. The Seeker can securely acquire the data of those who matched 
the target audience criteria and have expressed their consent to the access, with all parties rewarded for the successful, 
trackable transaction. 

3.5.1 Onboarding a new Consumer 
The Vendor process of adding a new Consumer (onboarding) involves the Vendor taking the Consumer through the process of 
creating a new account. Different Vendors will usually onboard their Consumers very differently, but there are general 
commonalities such as setting up a profile, identity, authentication, preferences and communications settings. New Consumers 
of Tide Vendors would require going through two different onboarding processes on two separate systems; the Vendor on one 
hand, and Tide on the other. To consolidate this process, the Tide Protocol has a range of tools (as part of its Vendor SDK) that 
will allow the Vendor to create a fully integrated process that would be experienced seamlessly, when applied appropriately. The 
Consumer will initially be asked to either (a) join its newly created CVA to a master Tide account, or (b) if none exist, create a new 
master account under which a new CVA will be created. The Consumer will set its preferred authentication mechanism to suit 
their security preference in relation to these accounts (ranging from a fully Vendor-integrated SSO process to a multi-step 
downloadable crypto-wallet encryption-key style method). Once Tide accounts are set, the Consumer proceeds through the 
Vendor’s onboarding process, where all information that is deemed as “personally identifiable” or sensitive in nature, is being 
automatically encrypted and locked. 

The entire onboarding process has the following fundamental characteristics: 

- Only the Consumer has access to the cleartext of the locked data, while only the encrypted form of that data is 
transmitted to, and stored by, the Vendor. 

- The encrypted data is stored and managed solely by the Vendor in its databases (as it would if they were operating 
outside of the Tide Protocol). 

During the onboarding process, the Consumer is automatically set with the default preferences as preconfigured by the Vendor. 
Those settings are for the Consumer to change (if desired), and can be as basic as auto-approval of Seeker acquisition requests, 
or as technically involved as selecting specific ORK nodes for the automated delegation of a specific Vendor’s related 
operations. 

3.5.2 Vendors use of data 
Per the requirements of the normal operation of the Vendor’s business, an occasional interaction with a portion of locked 
Consumer data is required. For example, accessing the Consumer’s name and email address for the purposes of sending 
notifications and periodic updates. As those details are encrypted and only accessible with the Consumer key, the Vendor is 
required to obtain permission from the Consumer to access that data field. The Vendor can either elect to invoke an acquisition 
smart-contract for that field (i.e. for nil value consideration) and awaits the Consumer to grant (or auto-grant) permission, or the 
Vendor can mandate a pre-approval on every update of that Consumer field, allowing it to access that field key. In both 
scenarios, an audit trail is kept and is available for the Consumer to keep track of who accessed that field and when they 
accessed it. 

3.5.3 Seeking Consumer data 
Seekers are provided with a simple method of obtaining powerful data using the Seeker SDK. As Vendors are provided with a way 
to classify their data, Seekers gain an easy and rich way to query and target audiences within a Vendor database. Upon deciding 
on a criteria-set, Seekers define and bid for the specific data fields that they require, making it more cost efficient and allowing 
smoother transition of that data to its actionable destination (e.g. an email marketing platform). The Vendor that is being offered 
consideration for its dataset will weigh the commercial viability of the bid and either accepts or denies the bid offer. If accepted, 
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the Vendor prepares a data package fulfilling the Seeker’s request, allowing the Seeker to perform a secure verification of its 
validity (without unlocking the data by either party). Once verification is successfully completed, the bid finances are irrevocably 
locked for automatic distribution in accordance with the smart contract, while Consumers are approached for their consent for 
the use of their data.  

In a possible future scenario, Tide’s Service Providers could offer cross-Vendor aggregation of data to allow Seekers to filter 
data across a range of datasets for much finer targeting. For example, a Seeker could be after 250,000 phone numbers of males 
under the age of 30 in the state of Wisconsin, who run over 5km daily (data acquired from a fitness pedometer Vendor), and drive 
a year-old Tesla (data acquired from an automobile Vendor). Such capabilities introduce richer opportunities for personalized 
targeting with higher precision.  

 

3.6 Tiered adoption approach 
The Tide Protocol will be able to be adopted by Vendors in a progressive, tiered manner. This is to allow Vendors of different 
sizes, budgets, audiences and technical capabilities to become a part of the Tide ecosystem (to varying degrees), while still 
catering for the practical adoption capacity of Vendors.  

Each tier involves varying technological requirements, as follows: 

 

Bronze 
tier

Silver
tier

Gold
tier

Diamond
tier

 Personal data is encrypted 
only during the sales cycle.  

Tide provides the channel for 
the Vendor and consumer to 

monetize data.  

Personal data is encrypted 
on decentralized storage.  

Ident is provided by Tide or in 
partnership with a 3rd party 

ident provider.

Personal data is encrypted 
on the vendor’s database.  
Tide provides the tools for 

the Personal Data encryption 
within the Vendor’s 

database.  

Same as Gold Tier but Tide 
becomes the communication 

channel within the 
ecosystem.  

 

Figure 5: Adoption tier progression 

 

Each higher tier will represent greater credibility and trust within the Tide Protocol ecosystem for Vendors, however will require 
deeper integration with additional technical implementations and compliance requirements. Although tier adoption is voluntary 
and at the Vendor’s discretion (including the compliance and adherence to a tier’s requirements), attempting to maliciously 
deceive the ecosystem will be highly visible and easily detectible by other agents engaging with that Vendor (i.e. its Consumers 
and Seekers). Agents (through Tide-verified interfaces) will be immediately notified for any discrepancy between the reported 
tier and the encryption mechanisms used by the Vendor, as each tier employs different verifiable encryption paradigms required 
for the end-to-end engagement with those agents.  

For the purpose of focusing on the immediate next roadmap milestone of Tide Foundation, this paper describes briefly the 
generic concept of each tier, however the above technical section relates only to the mechanism of the Silver tier.  
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Bronze tier 

The Bronze tier is the lowest and simplest tier with which to comply. Accredited Bronze tier Vendors are 
businesses that will secure personal data in transit and report all data transactions with Seekers. 
Consumers are required to place a level of trust in those Vendors to comply with these commitments, but 
share the benefits if they do. Complying with the Bronze tier requirements is minimal and least disruptive 
to Vendors. Vendors are required to encrypt Consumer personal data only to facilitate the Seeker trade 
transaction data transfer and report its progress. 

 

Silver tier 

Vendors that elect to comply with the Silver tier are required to ensure that Consumer data is secured and 
locked in rest, and that any access to it (including Seeker trade transactions) requires Consumer 
participation (in the form of consent and relocking). Vendors complying with this tier are required to 
process and store Consumer data in its encrypted form. This primarily focuses on the processes and 
technology requirements of the Silver tier. 

 

Gold tier 

The guiding idea behind the Gold tier is to decouple and remove personal data entirely from Vendors, yet 
maintain the partial management and co-ownership of that data with the Vendor. Vendors that select to 
comply with this tier are required to never process or store Consumer personal data, as it is being 
managed by a trusted (or trustless) third party identity provider. Vendors may encrypt non-personal data 
with a relevant key to secure data in-transit. 

Those third-party identity providers are accredited Service Provider agents in the Tide Protocol 
ecosystem and offer specialized identity services. For example, in relation to Decentralized Identities 
(DIDs), Self-Sovereign Identity or centralized Identity Management (i.e. OAuth provider) services. 

A detailed description and mechanics of the Gold tier is still in development and will be released in due 
course. 

 

Diamond tier 

The Diamond tier is the most protective adoption level, and is aimed to decouple not only the identity of 
Consumers from Vendors, but also the control over the engagement channels so as to be fully under the 
Consumer control. Consumers of Vendors under this tier are assured that both their identity and 
interaction channels are under no commercial entity control, and that no entity can engage with them, or 
gain any personal information about them without their full, continuous control over that data. 
 
The Diamond tier requires that within any Seeker transaction, no personal or sensitive Customer data is 
ever sent to anyone (encrypted or not), other than to a trusted (or trustless) third party data processor / 
service provider that handles the information securely, on behalf of the Seeker. Compliance with the Gold 
tier requires that neither the Vendor nor the Seeker will ever access the Consumer’s identity, but can 
trade for a temporary lease of it for a particular purpose (via the Vendor’s relationship with the Consumer).  
 
Example: Seeker A acquires the right to contact 20,000 of Vendor B’s customers that fit a certain profile. 
Vendor B anonymously identifies the required batch of Consumers and provides Tide with references to 
those Consumers (not their direct details). Tide sends the Consumer’s details to Service Provider C, a 
trustless email distribution provider. Seeker A engages with Service Provider C to send a specific email 
message to Consumers based on their reference. 
 
A detailed description and mechanics of the Diamond tier is still in development and will be released in 
due course. 
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3.7 Tide Consumer experience 
Attempting to achieve mass adoption of the Tide Protocol encounters two significant interlinked and contradicting challenges 
which the Tide Protocol client technology attempts to address: 

1. Mainstream appeal: current trustless technologies (predominantly cryptocurrency related ones) are notorious for their 
complicated user experience and the need for above-average computer skills to navigate between private keys, 
hashing, encryption and other crypto-specific concepts. The Tide Protocol introduces three technologies to reduce 
those barriers:  

- ubiquitous username/password authentication; 
- seamless web experience; and 
- automation for when Consumers are offline. 

 
2. Verifiable security guarantee: offering Consumers the ability to validate and verify the authenticity of the client 

technology used through the Vendor experience, in order to assure that the Tide standard of quality is maintained. 

The Tide Protocol client addresses those challenges differently in each of the “flavors” offered (as defined above).  

- Fortified client (i.e. native executable): this client is the most verifiable, as it’s downloaded from a reputable source, can 
be inspected and built locally from an open source repository. It supports all authentication options and allows for offline 
interactions. However, it has limited integration with the Vendor’s specific experience and may require manual field 
verification and classification.  

- Integrated client (i.e. browser extension): this client enhances the seamless Vendor experience with the ability for the 
website to trigger and communicate with the browser extension.  

- Seamless thin web client (i.e. integrated JavaScript client): this client offers complete immersion in the Vendor 
experience, combined with client-side verifiable security. Although the Seamless client technology allows for source 
code validation (e.g. Subresource Integrity verification), it may be vulnerable in a malicious Vendor scenario. 

3.7.1 Account creation 
A Vendor that is onboarding a new Consumer is required to have that Consumer create a new CVA in the Tide Protocol 
ecosystem, in order to identify that Consumer in the context of that Vendor. A CVA is identified and secured in the system using a 
CVK pair of a public key (the external identity of the Consumer) and a private key (only known to the Consumer), which allows it to 
provide access to anything in the Vendor context. The creation of a CVA is required, irrespective of whether or not the Consumer 
is already part of the Tide ecosystem. Each CVA is required to be associated with a Consumer-Master-Account (CMA) with a 
corresponding Consumer-Master-Key (CMK) that aggregates all of that Consumer’s various Vendor accounts within it, and 
allows for system-wide functionalities (e.g. generic preferences, currency exchange, balance checks etc.). The separation 
between a CMA and a CVA is required for privacy and traceability. If the Consumer doesn’t have a CMA with which to associate 
its CVA, it is required to set it up on account creation. 

Beyond the generation of the CVK, the Consumer is required to set their account preferences: 

- Delegated Automated Trustee settings: Consumer must initially opt-in or opt-out of utilizing the Delegated 
Automated Trustee layer. Opting-in will provide the Consumer with mainstream features such as simplified 
authentication and unattended automation abilities. Once opted-in, the Consumer is assigned with a random ORK 
swarm for all activities specific for that Vendor (different ORK swarm for each Vendor), with the exception of the 
predetermined ORK nodes that a Vendor may have defined. In addition, the Consumer can define a set of manually 
selected ORKs that it trusts. The ORK assignment is limited to only v amount of ORKs selected by the Vendor and another 
v ORKs selected by the Consumer, where n is the total number of ORKs in the swarm and t is the minimal threshold 
required for the secret reconstruction accordingly:  

 

v = (n-t) + 1 
 
Example: in a threshold of 70% out of 20 ORKs settings, the Vendor will be able to predefine 7 Vendor-trusted ORKs and 
the Consumer will be able to allocate 7 ORKs of its own. This leaves the remaining 6 ORKs to be randomly selected. This 
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ensures that a collusion between malicious ORKs (which requires at least 14 ORKs) will have to include at least 1 ORK of 
the Vendor’s choice and 1 ORK of the Consumer’s choice. 

- Authentication method and settings: if a Consumer opts-in to utilize the Delegated Automated Trustee, it can 
designate the preferred authentication method (depending on the Vendor’s available implementation) of either Crypto-
standard, ubiquitous authentication or SSO and the details of the method selected. 

- Automated trade preferences: a Consumer that opts-in to utilize the Delegated Automated Trustee may set 
restrictions and criteria for automatic trade confirmation with a predefined set of authorized Seeker types with which to 
share data (e.g., industry, deal price). 

On creation of a CMA, similar account preferences can be set to act as the default settings for all future CVAs that are 
established in the future. 

At any point after the creation of the CMA (through the CVA lifecycle), the Consumer will be entitled to generate a new CVK to 
replace an existing one. This is a security countermeasure that is designed to mitigate circumstances where a CVK has been 
compromised. However, given processing and expenditure requirements, this capability is limited to one CVK regeneration per 
Consumer. 

3.7.2 Account claim 
Existing Consumers of Vendors that have gone through Tidification are not required to go through the entire account creation 
process, as an interim account is already created for them. Such Consumers will be invited by the Vendors to claim their CVA 
account (and any accumulated trade credit) and associate it to their master account. The “account claim” process is dependent 
on Vendor discretion (and its authentication processes) as it is the only entity that can determine if the Consumer is the correct 
owner of a specific interim account.  
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Figure 6: Account claim workflow 
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3.7.3 Crypto-standard Account authentication 
All Consumers in the Tide ecosystem will be entitled to revert their account authentication preferences (either CVA or CMA 
accounts) to the standard mechanism currently employed by many cryptocurrency wallets (i.e. private key authentication). Some 
individuals consider this type of authentication as the most secure (mainly due to its superior password strength complexity) and 
may be desired by individuals that do not opt-in to the Delegated Automated Trustee. Reverting to this standard authentication 
method will disable all other account authentication methods that have been enabled, and will require the Consumer to enter 
their key on every local account reconstruction. 

Consumers that choose to use this standard authentication method can still, if they opt-in for the Delegated Automated Trustee 
option, make use of the key recovery mechanism, which allows the reconstruction of the private key in a scenario when it is lost. 

3.7.4 Ubiquitous (xFA) account authentication 
As an alternative to the cumbersome crypto-standard authentication, the Tide Protocol will offer the ability for Consumers to 
utilize the most commonly adopted authentication mechanism; [28] username/password with or without an additional factor 
authentication. Tide employs its Delegated Automated Trustee layer in an enhanced Secret-Sharing Threshold-Encryption 
scheme, whereby a swarm of ORK nodes have access to part of the authentication secrets (e.g. password, biometrics) and 
perform part of the authentication method in a manner that conceals the inputs, processes and outputs from all parties, and 
concludes with a deterministic result which is the crypto-standard key-pair (in a similar fashion to a centralized mechanism). This 
process works as follows: 

1. Authentication set up: the account key is encrypted with the hashed password and the secret shared across a swarm of 
selected ORKs. 
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Figure 7: Authentication set up workflow 
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2. Authentication verification: each of the selected ORKs performs a decryption on the partial encrypted account key, and 
the entire key is interpolated from the swarm response and decrypted with the password.  
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Figure 8: Authentication verification workflow 

As the Tide Protocol doesn’t intentionally enforce minimal password strength threshold, the responsibility to assure strength of 
this mechanism is left with either the Vendor or Consumer. 
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3.7.5 SSO account authentication – Tide oriented 
To allow for a seamless experience with a Vendor, Tide allows a Single-Sign-On (SSO) use-case allowing Consumers to 
authenticate once to both the Vendor’s site and their Tide account. This is facilitated by using Tide as a pseudo-identity-provider 
to the Vendor’s website. Unlike using a standard OAuth2.0 provider, in this use-case, Tide will not act as an identity system, rather 
just an authentication validator. Another differentiation to the OAuth protocol, the Tide authentication will be seamlessly 
integrated in the Vendor’s UX, rather through an external website redirection. The SSO process works by having the Vendor 
generate a valid session token, and sending it to the Consumer, but in an encrypted form that can only be deciphered using the 
real Consumer private key.  
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Figure 9: Single-Sign-On authentication workflow - Tide oriented 
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3.7.6 SSO account authentication – Vendor oriented 
Some Vendors with legacy authentication system may be reluctant to have their Consumers go through a 2-step authentication 
process or change their systems. To allow for the most seamless experience with these Vendors, the Consumer may be 
“exempted” from authenticating its Tide account. The process is performed in a manner that inversely-mirrors the IETF OAuth2.0 
authentication standard; the Vendor acts as the Tide Protocol’s remote authority and generates an authorization token for the 
duration of the session that is being communicated (in a backchannel) between the Delegated Automated Trustee and the 
Vendor to release the account keys in a secret share interpolation.  
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Figure 10: Single-Sign-On authentication workflow – Vendor oriented 

Although allowing for the most integrated experience, this authentication method exposes the Consumer to a malicious Vendor 
granting itself permission to access the Consumer key. To mitigate the greatest risks associated with this method, Consumers 
authenticated using it will only gain access to their Vendor accounts (via their CVK) rather their master account (CMK) – which will 
drastically reduce their ability to interfere with a Consumer’s Tide-system-wide preferences. 
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3.7.7 Password change and reset 
As the Tide Protocol’s ubiquitous authentication relies on its Delegated Automated Trustee to act only when permission has been 
verified, it allows for easy password record change and password reset functionalities. Changing password requires similar 
steps to the authentication set up process, with an updated record. On authorization, the ORKs will only act on the latest, most 
updated record in the repository.  
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Figure 11: Password-change workflow 
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Password reset follows a similar process when an email is used as a secondary trusted communication path to send the account 
keys upon reset. Once a reset is triggered, each ORK sends its share of the key to the designated email address, and the 
Consumer copies all those pieces together in the client application to reconstruct the key and change the password. The emails 
are stored, encrypted with each individual ORK’s key to maintain confidentiality. The set-up process also allows the storing of 
multiple email addresses so that each ORK sends to a different email address of the Consumer (in order to avert the vulnerability 
of having only one specific email account).  
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Figure 12: Forgot-Password workflow 

 

3.7.8 Account / key reconstruction 
The Tide Protocol CMA associates multiple CVAs that belong to each Consumer. Each account has its own key and preferences 
which are used by the client software while the Consumer uses it, and are utilized by the Delegated Automated Trustee on 
automated tasks. The data-persistent clients (the executable and browser extension flavors) require backups to reconstruct the 
account’s state only when the Consumer uses multiple client instances simultaneously (i.e. on their home desktop and on their 
mobile app) or when a restoration is required (i.e. after formatting its home desktop). However, a recurrent reconstruction of the 
CMA, or a specific CVA, is required on every invocation of the Seamless web-client that is fully integrated in the Vendor web user 
experience. Once reconstructed, the local storage of that ephemeral client in memory or disk is fully encrypted and is destroyed 
on session end. To verify the source-code authenticity, the Consumer can utilize the standard Subresource Integrity check that is 
available on any latest-generation browser. This ensures client code integrity and that it remains unchanged to the one vouched 
by the Tide Foundation and its community. 
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3.7.9 Data entry retrieval and deletion 
As the Consumer engages in the Vendor user experience and is interacting with the secure fields that have been encrypted by 
the Tidification process, the client is triggered to facilitate the decrypted presentation, editing, data validation, encrypted storage 
and classification of each field. The encrypted data is only being processed (for decryption, validation and encryption) locally, on 
the client side. Using the Vendor SDK, the Vendor defines the field validation process using HTML5 form-validation standard 
markup language, which is also used to prompt the Consumer with error messages and suggestions. A similar mechanism is used 
to determine the anonymized classification of the encrypted input, so it can be stored in an unencrypted form in the Vendor 
database and be available for filtering. Each field is encrypted, signed and classified by the Consumer, and sent to the Vendor for 
processing and storage. Fields exceeding the size of the key are also being assigned a random key upon every update (in order 
to limit processing power on bulk decryption when trading data with Seekers). 

3.7.10 Request to be forgotten 
In the event that a Consumer requests to be forgotten, this is facilitated by both the client and Vendor SDK technology stack, 
making it easier for Vendors to be compliant and allowing Consumers a unified approach. The SDK does not implement the 
execution of those requests, but only facilitates the transmission and logging of it, and therefore leaving it to the Vendor to 
implement as required. 
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3.8 Data procurement 
3.8.1 Overview 
The adoption of the Tide Protocol introduces a new commercial opportunity to Vendors that have yet to focus on, or engage in, 
the trade or monetization of their customer-base with other businesses. These commercial aspects require focus and expertise 
that might not exist within the Vendor business scope, which is addressed by Tide Protocol automation. The Tide Protocol initially 
offers a limited community-driven data discovery directory which, over time, will be replaced with a network of data aggregation 
Service Providers offering the easy matching of buyers and sellers of personal data. From that initial discovery, Tide facilitates a 
circular engagement between the data Seeker, the Vendor and all the Consumers, to create a seamless, mutually-beneficial 
trade between all stakeholders. The Tide Protocol ecosystem uniquely solves that problem at scale, in a manner that addresses 
high transaction frequency and the general requirement for Consumers to be available online. While many blockchain-based 
solutions require end-users’ wallets to interact online, Tide will allow for interactions with end-user blockchain accounts even 
while offline. The Tide Protocol can also relate to each stakeholders’ requirements differently, handling each unique position, 
responsibilities and activities separately and interchangeably (e.g. a Seeker in one trade may fulfil the role of a Vendor in the 
context of a different trade). The below diagram outlines the process flow of data purchase within the Tide ecosystem. 
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Figure 13: Data procurement workflow 

3.8.2 Plan and placement 
Before bidding on a trade proposal, a Seeker has a limited ability to enquire about a Vendor’s meta-data, for the purpose of 
adjusting the bid appropriately. The Vendor’s meta-data does not disclose detail on database size, distribution or quality. The 
meta-data only exposes the data fields and classification categories offered by a particular Vendor. Once that has been 
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provided, the Seeker may invoke a smart contract bid for the trade, staking the allocated budget for that bid and including the 
details and requirements necessary for the trade. For example, this could include the desired number of records, data fields, 
minimal fulfilment threshold (zero as default), quality threshold, expiry (in hours, from 1 to 4500), Seeker details (name, URL, 
industry, categories) and purpose (from a defined list: market research, advertisement, etc.). 

3.8.3 Processing, evaluation and negotiation 
On bid submission, the Vendor matches the requirements and details against its storefront trade preferences and the dataset 
filter result. It then responds with either an “accept”, “reject” or “counter” bid response. If the “counter” response is selected, the 
Vendor is required to supply a reason (e.g. “insufficient records”, “insufficient budget”, etc.), which allows a continuous 
negotiation between the Seeker and the Vendor on that same contract. A “reject” response doesn’t require reasoning (mostly to 
maintain information obscurity) and can occur due to unbridged mismatch of requirements (e.g. fields required not offered, 
competing industries, unacceptable purpose, etc.). Tide plans to introduce a blind-bid matching via the Delegated Automated 
Trustee in the future. Rejection of a contract terminates the contract. 

3.8.4 Picking, packing and validation 
Once a bid proposal is accepted, the Vendor commences the picking process to match the bid requirements and fulfil the 
required quota of the contract. Through its preference settings, the Vendor may stipulate an overload ratio beyond the 100% of 
the contract requirement (e.g. 110%, 120%, etc.), to cater for unreachable or rejecting Consumers. Alternatively, the Vendor can 
opt to fulfil the missing overload quota once the original 100% has been exhausted.  

As soon as the fulfilled quota (with or without an overload) has been picked, a package is packed with all the requested data fields 
included, and encrypted delivery details (i.e. download URL) are placed on the contract for inspection. The Seeker may acquire 
the package at any point to perform signature validation and satisfy the guarantee that the data hasn’t been tampered and been 
delivered by each of the Consumers. As no decryption keys are exchanged, the Seeker can’t unlock the package. Should a 
package fail integrity verification, the Seeker may terminate the contract and have its escrowed stake refunded. Otherwise, for 
the process to progress, the Seeker must indicate the data as validated on the contract. 

3.8.5 Fulfilment and delivery 
Once the packed data validation is confirmed on the contract, a Trade eXpression Slip (TXS) is created on the ledger for each of 
the selected Consumers. This initially designates the Seeker’s expression of interest, which later acts as the Consumer 
permission key grant, and eventually ends up representing Tide’s remuneration distribution receipt. 

All of the selected Consumer accounts with Delegated Automated Trustee option enabled are processed by the relevant 
Delegated Automated Trustee ORK swarm (each Consumer will have a different allocated swarm for that Vendor), which, in turn, 
validate the contract viability and the Consumer preferences match to the contract criteria. Upon a match, this will relock the 
requested fields with the Seeker’s key (only after minimal quota has been met). Consumers with Delegated Automated Trustee 
disabled will only be able to perform that confirmation manually when they next bring their Tide client online. As those Consumers 
opted-out of delegating their authority to the Delegated Automated Trustee, filling the minimal quota will only be fulfilled in full 
with Trusteed-enabled Consumers first. 

When a Consumer account approves the trade expression and grants a permission key to access their data, this triggers a fund 
distribution event on their TXS according to the contract distribution specifications (including Tide Foundation’s commission 
portion), which is immediately credited to their account. 

3.8.6 Conclusion and review 
A trade contract is terminated either (a) when the entire quota is fulfilled or (b) when the contract expires. All related open TXSs 
are subsequently terminated. 

Both Consumers and Seekers are incentivized (by Tide Foundation) to provide a simple rating (upvote, downvote) on the 
execution of the trade after its conclusion. This rating will reflect on the other two primary agents that were party to the trade and 
is accounted towards their global rating (i.e. a Consumer upvoting a specific TXS will reflect positively both on the Vendor and 
Seeker of that trade. Similarly, a Seeker downvoting a specific TXS will reflect negatively on both the Vendor and the Consumer of 
that trade). 
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3.9 Tide Cryptosystem 
3.9.1 Key system 
In 1984 Taher ElGamal presented a cryptosystem which is based on the Discrete Logarithm Problem [29]. It relies on the 
assumption that the Discrete Logarithm cannot be found in feasible time, while the inverse operation of the power can be 
computed efficiently. The original public key system proposed by Diffie and Hellman requires interaction of both parties to 
calculate a common private key. This poses problems if the cryptosystem should be applied to communication systems where 
both parties are not able to interact in reasonable time due to delays in transmission or unavailability of the receiving party. Thus 
ElGamal simplified the Diffie-Hellman key exchange algorithm by introducing a random exponent r. This exponent is a 
replacement for the private exponent of the receiving entity. Due to this simplification the algorithm can be used to encrypt in one 
direction, without the necessity of the second party to actively take part. The key advance here is that the algorithm can be used 
for encryption of electronic messages, which are transmitted by the means of public store-and-forward services. The ElGamal 
public key encryption scheme is defined by a triplet (G, E, D) of probabilistic polynomial time algorithms, with the following 
properties: 

Formally, given ( P, Q, g, sk, pk ) are the values that are used to represent the keys, with the system parameters ( P, Q, g ) being 
set up as an instance of the Discrete Logarithmic Problem (DLP) collection, i.e., P is a uniformly chosen prime and g is a uniformly 
chosen generator of the subgroup GQ of prime order Q of ℤ*P, where Q = ( P – 1 )/ γ is prime and γ is a specified small integer. 

The key generating algorithm receives input ( P, Q, g ) and outputs a public key, e = ( P, Q, g, pk ), and a private key, d = ( P, Q, g, 
sk ), where: 

• Private key sk is a uniformly chosen element of ℤQ 
• Public key pk ≡ gsk (mod P). 

3.9.2 Encryption 
Encrypting a digital object m with encryption algorithm E.  Algorithm E receives as input an Consumer’s public key pk, digital 
object m ∈ GQ, and ( P, Q, g ), uniformly selects a random element r in ℤQ and outputs an encrypted data package given by: 

E((P, Q, g, pk), m) = (gr (mod P), m × pkr (mod P)) = (c1, c2) 

3.9.3 Decryption 
The decryption algorithm D, with input (P, Q, g, sk) and encrypted data package (c1, c2), outputs: 

D((P, g, sk), (c1, c2)) = c2 × (c1
sk)-1(mod P) = m 

3.9.4 Tide secret sharing 
A ‘share’ of a cryptographic key is deposited with each ORK server.  By depositing only a share with each ORK, the Consumer 
owner of the cryptographic key is able to store the key with the ORKs without having to trust any ORK. Each share of the key, also 
referred to as a fragment, is generated using the Tide verifiable client-side software (also known as a “wallet”).  The wallet can 
split the key, a0, into an arbitrary number of n fragments using the polynomial:  f(x) = a0 + a1x1 + a2x2 + … + an-1xn-1 

Where coefficients a1 to an-1 are assigned randomly.  The order of the polynomial determines a threshold number of fragments 
required to use the key and is a design parameter of the system.  The greater the threshold number, the more ORKs are required 
to return a partially actioned digital object and therefore the more secure the key is.  In this particular example, the threshold 
number of fragments required is t. 

A fragment is generated by evaluating f(x) for a given value of x.  As mentioned above, an arbitrary number of fragments can be 
generated in this fashion.  However, it is a requirement that at least the threshold number of fragments are generated from unique 
x values.  That is, f(x) is evaluated for at least t unique values of x.  The fragments are then deposited with the ORKs using the 
method outlined below. 

It will be appreciated that other key splitting techniques can be used to generate the key fragments.  For example, Feldman’s 
secret sharing technique can be used, as well as Pederson’s secret sharing technique or Stadler’s secret sharing technique. 
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As a swarm of ORK server are selected for storing the key fragments, a number of considerations are taken into account when 
selecting those. In this example, a total of n ORKs are selected. Key fragments are then generated using the methodology 
discussed above.  In this example, n fragments are generated, one for each of the n selected ORKs.  As mentioned above, n must 
be at least as great as the threshold number t required for applying the key.  To use this (t , n) threshold scheme to share the 
private key sk without any loss of generality, it is needed to choose t - 1 positive random integers in the finite field 𝔽𝔽 of ℤQ a1,…,at-1 
where a0 = sk and 0 < t  ≤  n < Q.  Build the polynomial f(x) = a0 + a1x1 + a2x2 + … + at-1xt-1.  Construct any n fragments out of it, 
for instance with the set of i = 1,…,n it can be obtained that the fragment are a tuple of (i, f(i)) = (xi, yi). 

Each key fragment is encrypted using the key of its designated ORK.  Encrypting each fragment using the public key of the server 
ensures that only the designated server has access to that key fragment.  

3.9.5 Partial actioning 
In this context, actioning means performing a cryptographic action such as generating keys, encryption, decryption, signing, 
verifying, etc. The following is an example of Tide’s partial decryption as an example to its decentralized actioning.  

On request to action a data package by decrypting it, each ORK partially decrypts the data package using the fragment of the 
secret key stored and accessible only by that server. The partial decryption algorithm PD, with input (P, g, xi, yi) and encrypted 
data package (c1,c2), outputs:  

PD((P, g, xi, yi), (c1, c2)) ≡ (xi, c1
yi(mod P), c2) = (xi, si, c2) 

After each ORK has performed the partial decryption of the data package, the partially decrypted data package is supplied back 
to the end user, encrypted by that end user’s public key.  The end user receives the partially decrypted data packages and 
decrypts the data package.  On receiving the partially actioned data packages, the end user decrypts the partially actioned data 
packages and when the threshold number of partially decrypted data packages has been received, the end user performs the 
construction of the decrypted data package. 

For a given set of t partially decrypted data packages (x0, s0, c2), …, (xt, st, c2) where no xi are the same, the digital object m can 
be reconstructed by combining the partially decrypted data packages in a suitable fashion.  For example, the reconstruction can 
be effected with the interpolation of a polynomial in a modified Lagrange Interpolation for c1L(0): 

 

With the interpolation of all the points c1L(0) = c1sk = s, the message m can be decrypted:  

m ≡ c2 × s-1 (mod P). 
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“The Tide Foundation vision 
extends to a reality where an 
individual's sovereignty over their 
privacy extends beyond data – to 
their mindshare. Tide offers 
control and remuneration for not 
only people’s information, but 
their attention and intentions. 
Tide empowers businesses with 
the ability to not just ‘coopete’ 
and profit over their audience 
insights, but to engage directly 
with that audience intentions, in a 
contextual, consensual and timely 
fashion.”. 
- Yuval Hertzog, Co-Founder 
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Founder / Operations 

Michael is an experienced CPO and 
Marketing Director with a strong track 
record building and marketing digital 
products in start-up and top tier 
brands. He spent 10 years growing a 
decorated digital agency before 
merging and successfully exiting. 
Michael holds a Bachelor of 
Commerce in Information Systems 
and Accounting with merit, UNSW; has 
been a guest speaker on principles of 
marketing best practice, and was an 
academic professional at the 
University of Illinois. 
 

 /in/michaelloewy 

 

 Yuval has over 30 years’ experience in 
ICT developing and executing 
business strategies of highly complex 
organizations. He has a proven track 
record in leading complex programs 
from inception to production to 
acquisition at tier-1 operators’ level 
around the world. Yuval was IDF 
Captain of 7 years in Military 
Intelligence; holds 6 patents in the 
field of web and telecommunications 
and holds world-class expertise in the 
area of unified communications; 
previously co-founded 5 businesses 
(3 of which had successful exits). 
 

 /in/uvhertzog 

 

 Dominique has over a decade of 
diverse experience in leadership, 
management and process 
improvement across different 
industries from start-ups to high-
profile companies. He holds degrees 
in Microelectronic Engineering and 
Information Technology and has a 
track record in analysing and 
engineering solutions aligned to 
industries best practices — 
maximising the effectiveness of 
processes, policies and information 
systems. 
 

 /in/domvalladolid 

 

 

 

https://www.linkedin.com/in/michaelloewy
https://www.linkedin.com/in/uvhertzog
https://www.linkedin.com/in/domvalladolid
https://www.linkedin.com/in/michaelloewy
https://www.linkedin.com/in/uvhertzog
https://www.linkedin.com/in/domvalladolid
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Issac Elnekave 
Founder / Sales 

 Jose Luis Lobo Vasquez 
Cryptography Engineer 

 Matthew Spencer 
Full Stack Engineer 

 
Issac is an experienced entrepreneur 
with a proven track record of 
successfully taking a business from 
concept to execution. He founded 
skincarestore.com.au, which grew to 
be the largest Skincare retailer in 
Australia (acquired by drugstore.com 
in US). Issac holds a Bachelor of 
Economics and International relations 
from University of California, Irvine. He 
grew Bagel House to be the largest 
wholesaler of bagels in Australia 
(acquired by George Western Foods); 
Californian Entrepreneur of the year 
1996; BRW Top 100 fastest growing 
companies 1996. 
 

 /in/issac-elnekave 

 

  
Jose brings two decades of software 
development experience in top tier 
corporates in the areas of telecoms, 
telemetry and finance with expertise 
in highly scalable cloud systems, 
cross-platform development, network 
security and cryptography. Jose holds 
a Bachelor of Science degree in 
System Engineering and a Master of 
Science degree in Software 
Engineering with his work in Web-of-
Things published. 
 

 /in/jlobo 

 

  
Matt brings decades of technical 
experience with four years of 
blockchain development on 
Hyperledger and the Ethereum and 
EOS networks and is heavily involved 
in the developer community. Matt was 
co- architecting and developing Ziva, 
the self-select cloud-based 
campaign management system. Matt 
is a full-stack developer with expertise 
in highly-available system design, 
mobile gaming and complex web 
interface implementation. 
 

 /in/ matthew-james-spencer  

 

 

  

https://www.linkedin.com/in/issac-elnekave
https://www.linkedin.com/in/jlobo/
https://www.linkedin.com/in/matthew-james-spencer/
https://www.linkedin.com/in/issac-elnekave
https://www.linkedin.com/in/jlobo/
https://www.linkedin.com/in/matthew-james-spencer/
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